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Time: 24/\B3HIASE

Date: HHA

Sender_account: &ZiXHMA
Receiver_account: 1EIIEHA
Amount: £

Payment_currency: Z{J&RmH
Received_currency: WFRES
Sender_bank_location: jCEMRITIES
Receiver_bank_location: WERiR1Tit=S
Payment_type: 3Z{J3EEY
Is_laundering: B&Eikk
Laundering_type: jki3aY

HIESER: |IEEE (I&Ri%kik: FFARGERZIGIEEIEE) https://ieeexplore.ieee.org/document/10356193
(https://ieeexplore.ieee.org/document/10356193) IZEUEEE D 12 MEHIEFN 28 NREL (D ANMANIERFTNAER) . XEEBEIEHIES.
AXBFIN R ERIORIGEEN. FER, FREEMETMEEmERE 100 EEENEUIEEIER TR SER: RERNDAR— N EANESEK
MER, RIPUFLel— 1 EEES. BIARRLHITEES T, BRZEEEMRANNESHEESHSEEEBENNE




In [1]:
In [2]:
Out[2]:

—. SACEER, EHZIEE

#E NPT W
import pandas as pd
import numpy as np
pyecharts import options as opts

from

from pyecharts. charts import Line, Bar, Scatter, Pie, Map
from sklearn.model selection import train test split
from sklearn. linear_model import LogisticRegression
from sklearn.metrics import accuracy_score, classification_report
from sklearn.model selection import GridSearchCV
from sklearn. preprocessing import StandardScaler
# R
df = pd.read csv( saml-d_F|Z< 10w. csv’)
df. head ()
Time Date Sender_account Receiver_account Amount Payment_currency Received_currency Sender_bank_location Receiver_bank_locatic
2022-
0 10:40:26 10-07 3776976361 8774487578 6713.21 UK pounds UK pounds UK L
1 10:40:31 fg_2027- 6626359609 9024705045  547.39 UK pounds UK pounds UK L
2 10:41:21 %8_2027- 9734083970 4117514495 4863.13 UK pounds UK pounds UK L
3 10:46:37 %8_2027- 7401327478 4336451277 2603.30 UK pounds UK pounds UK L
a. 2022-
4 10:46:58 10-07 5959325606 4054367503  546.33 UK pounds UK pounds UK L

. ] >



—. EEHIEESER

In [3]: | #&r&H K/
df. shape

Out[3]: (104841, 12)

In [4]: | 8&FBRET)
df. columns. tolist ()

Outl[4]: [’ Time’,
"Date’,
’Sender_account’,
"Receiver account’,
" Amount’
" Payment_currency ,
"Received _currency’,
’Sender_bank location’,
"Receiver bank_location’,
" Payment_type’,
"Is_laundering’,
’Laundering type’ ]



In

[5]:

HEEHIRER
df. info ()

{class ’pandas. core. frame. DataFrame >

RangelIndex: 104841 entries, 0 to 104840
Data columns (total 12 columns):
Non—Null Count

# Column
0 Time

1 Date

2

3

4 Amount
5

6

7

8

©

Sender_account
Receiver_account

Payment_currency
Received_currency
Sender_bank_location
Receiver_bank_location
Payment_type

10 Is_laundering
11 Laundering_type
dtypes: float64(1), int64(3), object(8)

memory usage:

9.6+ MB

Dtype

104841
104841
104841
104841
104841
104841
104841
104841
104841
104841
104841
104841

non—null
non—null
non—null
non—null
non—null
non—null
non—null
non—null
non—null
non—null
non—-null
non—null

object
object
int64
int64
float64
object
object
object
object
object
int64
object



In [6]:

Out[6]:

In [7]:

Out[7]:

s EBURE S
df. describe ()

Sender_account

Receiver_account

Amount

Is_laundering

count 1.048410e+05
mean 5.034716e+09
std 2.881259e+09
min 9.217200e+04
25% 2.550374e+09
50% 5.038834e+09
75% 7.531251e+09
max 9.999913e+09

=. WiEIE

HEH B A R E
df. isnull (). sum()

Time

Date

Sender_account
Receiver_account
Amount

Payment currency
Received_currency
Sender_bank_location
Receiver bank location
Payment_type
Is_laundering
Laundering_type
dtype: int64

1.048410e+05
5.000879e+09
2.871925e+09
9.217200e+04
2.528353e+09
4.978779e+09
7.483116e+09

9.999804e+09

ecNeNeoNoNeoBoloReoRoReo el o)

1.048410e+05
1.173824e+04
1.305849e+05
4.230000e+00
2.204980e+03
6.051090e+03
1.044702e+04

1.261850e+07

104841.000000
0.094171
0.292068
0.000000
0.000000
0.000000
0.000000

1.000000



In [8]:

Out[8]:

In [9]:

In [10]:

Out[10]:

In [11]:

s ERIE RN AEEE
df. duplicated(). any ()

False

AR R e 4
df[’ DateTime ] = pd. to_datetime(df[’Date’ ] + = + df[ Time ])
df. drop (columns=["Date’,’ Time’ ], inplace=True)

MRS

df. groupby (' Is_laundering’ ). size().sort values(ascending=False)

Is_laundering
0 94968
1 9873
dtype: int64

# AR A B R i HE
df laundering = df[df[’ Is_laundering ] == 1]
df laundering = df laundering. copy ()



M. pyechartsZiEnIi{k

E—: Z{I2hi#sE TOP10

In [12]: # UFHESCAHSR MR a7 10380RE &=
Payment _currency topl0O = df laundering. groupby (' Payment currency ). size(). sort_values(ascending=False).head(10)
barl = (
Bar ()
.add_xaxis (Payment_currency_topl0. index. tolist())
.add_vaxis( & % &’ , Payment_currency_topl0. values. tolist())
.set_global opts(
title opts=opts. TitleOpts(title=" S} TR HF2& TOP10’),
xaxis_opts=opts. AxisOpts (axislabel opts=opts.LabelOpts(rotate=45)),
visualmap_opts=opts. VisualMapOpts (max_=8830)
)
)

barl. render_notebook ()
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In [13]: # vFHEBGRIT HM2EET105HE &
Received currency topl0O = df laundering. groupby (' Received currency’ ).size().sort_values(ascending=False).head(10)
bar2 = (

Bar ()
.add_xaxis (Received_currency_topl0. index. tolist())

.add_vaxis (', Received_currency topl0. values. tolist())

.set_global opts(
title opts=opts. TitleOpts(title=" K& MFPZE TOP10™),

xaxis_opts=opts. AxisOpts (axislabel opts=opts.LabelOpts(rotate=45)),
visualmap opts=opts. VisualMapOpts (max =6919)

)
)

bar2. render_notebook ()



Out[13]:
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E|=: Top10 Z{JXE

In [14]: # AEEWERESE, 0 SCAFRAEAT Hh SO fee
Payment_type cn = {
"Credit card :"fEHFE’,
"Debit card : fHidk,
" Cheque’ ;" 257
TACH 2 HEEE P,
"Cross—border’ : #EtE
Cash Withdrawal’ :” #23K
"Cash Deposit’ :” Ml&FE

}

df laundering[’ Payment type’ ] = df laundering[’ Payment type’ ].map(Payment_ type cn)



In [15]: | &I SATFEAITOPLO
Payment_type toplO = df laundering. groupby ( Payment type’).size().sort_values(ascending=False)
piel = (
Pie()
.add(’, [list(z) for z in zip(Payment_type topl0. index. to_list (), Payment_type topl0. values. tolist())])
.set_global opts/(
title opts=opts. TitleOpts(title="Topl0 AJZEHI),
legend opts=opts. LegendOpts (is_show=True, pos_top="95%" )
)
.set_series_opts(label opts=opts. LabelOpts (formatter="1{b}: {d}%"))
)

piel. render_notebook ()



Out[15]:
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Elf: Top10 jkiksy

In [16]: | # A EMEREIR, XM EAT dh SO R e

Laundering type _cn = {
*Structuring’ @ T &5RIL,
"Cash_Withdrawal’ : ° BL&HGK,
"Deposit=Send’ : ' AFEFKKIE,
*Smurfing : ¥R,
"Layered_Fan_In’ : ~ 42BN,
"Layered Fan Out’ : ’ 2 EREHH,
"Stacked Bipartite’ : ~HESXUA,
Behavioural Change 1" : * 4T 821kl
‘Bipartite’ : XA,
"Cycle’ : "EI,
"Fan_In’ : ’~ FBREHIN,
"Gather—Scatter’ : ~ BHE-HL ,
"Behavioural Change 2" : ~ 4T 82%1k2’,
Scatter—Gather’ : ~ HEI-FEE
’Single_large’ : ~ HZEKEN,
"Fan_Out’ : ~ BEHIH,
"Over—Invoicing’ : ~ #HAURZE

}

df laundering[’ Laundering type’ ]=df_laundering[’ Laundering type’ ].map(Laundering type_cn)



In [17]: #iHAEPEEIEUTOP1O
type_1 = df laundering. groupby (’ Laundering type’).size(). sort_values(ascending=False).head(10)
pie2 = (
Pie()
.add(C’, [list(z) for z in zip(type_l.index. to_list(), type l.values. tolist())])
.set_global opts/(
title opts=opts. TitleOpts(title="ToplO Pk ),
legend opts=opts. LegendOpts (is_show=True, pos_top="95%" )
)
.set_series_opts(label opts=opts. LabelOpts (formatter="1{b}: {d}%"))
)

pie2. render_notebook ()
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In [18]: # #%H 7 4IFTHEAER A KL

grouped = df laundering. groupby (pd. Grouper (key="DateTime’, freg="M ))[ Is_laundering’ ].count().reset_index(name="Laundering count’)

grouped = grouped. sort_values (by="DateTime’)

# onthl gLk lE

line = (
Line ()
.add_xaxis(grouped[’ DateTime’ ].dt.date. tolist()) # JGWI[RIEE40 R H BAA AT Akl
.add_yaxis ("PEERIXEL”, grouped[’ Laundering count’ ].tolist(),

is_symbol show = True,
label opts=opts.LabelOpts(is_show=True)
) DRERIREAE Ny
.set_global opts(
title_opts=opts. TitleOpts (title="4F H ¥k E”),

)
)

# EGEE
line. render_notebook ()
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In [19]: # R mAUX[E, (& TR g
def amount_range_set (amount) :
if amount < 10000: # 07 10/j
return ~{K&ET
elif 10000 <= amount < 100000: # 173 1077
return = HEH (K 7
elif 100000 <= amount < 1000000: # 103 1005
return ~HEH (F)
elif 1000000 <= amount < 10000000: # 100/3 10007
return ~EE&H
elif amount >= 10000000: # 1000J5bL E
return HHEEA

df laundering = df laundering. copy ()

df laundering[ Amount Range’ ] = df laundering[’ Amount’ ].apply(amount range set)

amount_range _counts = df laundering. groupby (' Amount Range’).size().reset_index (name="Count’)
amount_range_counts. sort_values (by="Count’, ascending=False, inplace=True)



In [20]: bar5 = (
Bar ()

.add_xaxis (amount_range_counts[ Amount Range ].to_list())

.add_vaxis(’, amount_range_counts[ Count’ ].to_list())

.set_global opts(
title_opts=opts. TitleOpts (title=" JeikE A X [A]’ ),

visualmap_opts=opts. VisualMapOpts (max =7477)

)
)

bar5. render_notebook ()
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BRI XS AR EROTARE--10, HP0-1BGHES. FREHEERRiEzRZEEIX

EBlt. BJ/\: iC\ WFEithX World Map 276 E]l

In [21]: # (MEEFMXAER, {RiEMap EIEA %I
def rename_guojia name(guojia):
if guojia == "UK”:
return “United Kingdom”
elif guojia == "UAE”:
return “United Arab Emirates”
else:
return guojia



In [22]: # TFEICEATHHLIX

Sender_bank_location_toplO = df laundering. groupby ( Sender bank location’).size().sort_values(ascending=False). head(10)
sbl renamed = Sender bank location topl0. rename (index=rename guojia name)
sbl _dict = sbl_renamed. to_dict()
sbl_data_pair = list(sbl_dict.items())
# MapA] #AL,
ml = (
Map ()
.add C #Hi[&, sbl_data_pair, maptype="world’)
.set_global opts(
title_opts=opts. TitleOpts (title="World Map I zkHbhkZrAG1&"),
visualmap_opts=opts. VisualMapOpts(is_piecewise=False,

min_=min(value for _, value in sbl data pair), # & Z0HiE Y0 B &5/ ME

max_=max (value for _, value in sbl data_pair) # W& & Z0HE{E 0 B 15 ME
)
)

.set_series_opts(label opts=opts. LabelOpts(is_show=False))#HUH E % 4 Sk
)

ml. render_notebook ()
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In [23]: # THEYGRATHHLIX
Receiver bank location_topl0 = df laundering. groupby (' Receiver bank location’).size().sort_values(ascending=False).head(10)
rbl renamed = Receiver bank location topl0. rename (index=rename guojia_name)
rbl_dict = rbl renamed. to_dict ()
rbl_data_pair = list(rbl_dict.items())
# Map ] #AL,
m2 = (
Map ()
.add(C &, rbl data pair, maptype=" world’ )
.set_global opts(
title opts=opts. TitleOpts(title="World Map WakdhhitnAml&"),
visualmap_opts=opts. VisualMapOpts(is_piecewise=False,
min_=min(value for _, value in rbl data pair), # & Z0HEE VG & /ME
max_=max (value for _, value in rbl data_pair) # W& & E0HE{E VG F 15 RE
)
)
.set_series_opts(label opts=opts.LabelOpts(is_show=False)) sy [E 5 44 Hos
)

m2. render_notebook ()
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In [24]:
In [25]:
In [26]:
In [27]:
Out[27]:
In [28]:

HERS. HEER

# MR ICH 1

df. drop (columns=["DateTime’,’ Sender account’,’ Receiver account’,’ Laundering type ,’ Payment type’ ], inplace=True)

PR FAT A Gw B
[’ Payment_currency’,’ Received currency’,’ Sender bank_ location’,’ Receiver bank location’]
pd. get_dummies (df, columns=col)

#XT 43
col =
df =

# R EaR g

y = df[’ Is_laundering’ ]

x = df. drop ([’ Is laundering’ ], axis=1)

x_train, x_test,y_train,y_test = train_test_split(x,y, test_size=0. 3, random_state=42)

# OB AT RHE 4R T

scaler = StandardScaler ()

x_train_scaled = scaler. fit_transform(x_train)
X_test_scaled = scaler. transform(x_test)

model = LogisticRegression()

model. fit (x_train_scaled, y_train)

EV LogisticRegressiong

éLogisticRegression()g

RENTE SIRBMEW
#OFTEPAR I R
y_predict = model. predict(x_test_scaled)

print ( The accuracy of the Logistic Regression is:’,accuracy_score(y_test,y predict))

The accuracy of the Logistic Regression is: 0.906336438495533



In [29]: # JEIRBIRIPEASIR S
cr = classification report(y_test,y predict)

print (cr)
precision recall fl-score  support
0.91 1. 00 0.95 28490
1 0. 57 0.02 0.05 2963
accuracy 0.91 31453
macro avg 0.74 0.51 0. 50 31453
weighted avg 0. 88 0.91 0. 87 31453

[n [*]: #CALEAY, G R ESE
parameters = {
"penalty’ : (127,),
C: (0.01, 0.1, 1, 10)
1

grid_search = GridSearchCV(LogisticRegression(), parameters, verbose=0, scoring="accuracy , cv=10)
grid = grid_search. fit(x_train_scaled, y_train)

print C HAERE:%0. 3f” % grid search. best_score )

best_parameters= grid_search. best_estimator_ . get params ()

print C #fHEZ%#:\n’, best_parameters)
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